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The growing complexity, variety and sheer volume of cyber-attacks have proven 
companies are facing a significant level of pressure from both internal and external threats. 
These, impact on their daily operation and, consequently, on the market perception of their 
various stakeholders. 
 For companies to fight these threats and keep their data protected, the need to 
implement a robust security framework is gaining more importance. What is also clear is that 
companies can no longer rely solely on technological tools to keep data safe and secure. 
 This study focuses on how the relationships between a company's business and its 
partners (customers, suppliers, etc.) are affected by the cyber governance strategies. Furter an 
understanding of the organization's culture of governance and security implemented within  
 The article analysis suggests that although cyber governance plays a crucial role in 
business these days, companies appear to find it challenging to identify the best policies and 
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1. Introduction 
As cybercrimes have been experiencing a sturdy increase over the past years, 
cybersecurity is gaining more and more relevance not only in the private sector but also in the 
public sector. Research also shows an increase in the number of connected IoT devices; even 
the volume of information generated is increasing.  
The sharp and sustained increase in the amount of information produced within 
organizations has compelled companies to make substantial investments to protect their assets 
successfully and to ensure cyberattacks are highly prevented at a corporate level. For this 
reason, cybersecurity plays a significant role in companies nowadays  
As more and more businesses are getting attacked and the individuals responsible for 
those attacks become more knowledgeable about cybersecurity, companies' urge to develop 
and implement a successful cyber governance framework as high as the need for them to keep 
an eye on effective ways to overcome those threats. As a consequence, cybersecurity is, more 
than ever before, a hot topic at corporate board meetings 
The current technology evolution has consequently triggered the evolution of cyber-
attacks. This evolution resulted in the existence and frequent occurrence of viruses, e-mail 
spam, Trojan horses, spyware and ransomware' that affect not only personal but also enterprise 
infrastructures causing a significant amount of financial losses and productivity issues (Bagchi 
& Udo, 2003). 
For example, “the average cost of a data breach ranges from $2.2 million for incidents with 
fewer than 10,000 compromised records” (“Calculating the Cost of a Data Breach in 2018, the 
Age of AI and the IoT,” 2018). At the end of 2017, hundreds of millions of persons were 
affected by the Equifax data breach. The cost from the data breach ended with a settlement of 
$700 million which led to approximately 4$ (“Equifax owes you a lot more, but here’s how to 
get $125 from this week’s settlement—The Verge,” n.d.). Of that, Reuters said, “$125 million 
will be covered by an insurance policy”. (“Equifax breach could be most costly in corporate 
history,” 2018) 
Companies that agree to form partnerships in terms of data sharing might have higher 
returns in spite those who refuse to cooperate between each other; however, this can also put 
them at risk (Harcourt, 2018). 
All in all, these corporate partnerships represent cooperation between businesses and 
competitive advantage these returns result in collaboration and competitive advantage to the 
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market. These Interorganizational networks are nowadays stronger this was because of the 
growth of SaaS solutions that have allowed a higher multi-directional data integrations between 
organizations. Previously the main focus of these cooperations’ has been “Easy integration” 
within minimal concern for data security; yet the bond between them can be highly prejudicial 
to one or another (Baker & Faulkner, 2017; Gnyawali & Madhavan, 2001).  
The uprising number of cyber-attacks and companies affected have brought the subject 
of cybersecurity to another level. Further, regulations like the GDPR have brought to the table 
areas like law to the public, where the need to be compliant and to assure data privacy is more 
than ever a directive (“European Commission—PRESS RELEASES - Press release—General 
Data Protection Regulation shows results, but work needs to continue,” n.d.).  After all, it may 
not only be a particular company that experiences cybersecurity threats, but also one of its 
partners with whom they have a partnership. Hence, the urge to fully understand how 
cybersecurity measures, strategies and frameworks implemented at a corporate level impact 
these inter-organizational networks.  
This study seeks to contribute to the comprehension of these interrelations, through the 
research of the cybersecurity subject combined with the understanding of the individual's 
actions and their expertise in the area to adopt or implement rules and processes within their 
companies. The best way to get this perception is by understanding the companies’ business 
operations and procedures by gathering specific cybersecurity information from the individuals 
responsible for the implementation of these measures, strategies and frameworks. 
Therefore, this paper focuses on the following questions: Firstly, verifying whether 
companies have cyber governance policies and processes regarding their partners?; Secondly, 
validating if the people who are in charge of securing the companies’ data are certified to 
undertake that responsibility successfully?; Thirdly, understanding the different types of 
policies and processes that are put into practice and how often these companies conduct a fully 
detailed review/audit of them to ensure they are always be updated and secured; 
 By doing so, the most common measures that are believed to keep a company’s data 
secured will be highlighted. Finally, presenting a suggestion of a possible framework of basic 
actions to help build, engage and protect the relationships between companies.  
The framework will serve as a base from where companies should make their starting 
point to ensure data protection is taken seriously and at a high level of security. Hence, this 
paper intends to bring awareness around the cybersecurity theme on inter-organizational 
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networks and to be a reference point for future researches. To help in this study, a questionnaire 
of 116 professionals of cybersecurity from different sectors and countries was conducted. Here 
the geographical localization is not a significant factor to be studied; however, for future 
reaches a more specific understanding between more developed countries would be more 
beneficial to help improve the framework. 
The remainder of the paper is structured as follows.  On the second section, a theoretical 
background supported with a literature review regarding cybersecurity and inter-organizational 
networks. On the third section, a conceptual model of a framework using key policies and 
processes. On the fourth section, a detailed analysis of the data collected using quantitative 
methods as also an understanding of the answers regarding more specific questions. Here, the 
geographical localization is not a significant factor to be studied; however, for future reaches 
a more particular understanding between more developed countries would be more beneficial 
to help improve the framework;  
 On the fifth section, the discussion of findings and results and to finalize the sixth 
section the presentation of the conclusions and key takeaways. 
 
2. Theoretical Background 
Cyber-attacks have become a day to day occurrence, and the office of the CISO as an  
area is becoming a sector with higher visibility and importance these days, as opposed to the 
previous decade where only some companies had only one single professional dedicated to the 
cybersecurity area and in some cases, some of them dedicated less than 9 hours to it (Hoffer 
and Straub 1989). The changes that technology experienced has made this sector suffer changes 
in a way that the health of a company now relies on how well rules and policies are 
implemented (Poppensieker & Riemenschnitter, 2018). When exploring the study field of 
cybersecurity we find ourselves concerned about the human factor and in seek of ways to 
deterring the incorrect behaviours by the way punishment or reward (Chen, Ramamurthy, & 
Wen, 2012)  as well the compliance with the IS security policies in their organizations (Siponen 
& Vance, 2010). In the previous days talking about cybersecurity was talking about methods 
to assure the data security and integrity over their networks (Boockholdt, 1989).  
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Studies conducted before the new millennium show concern regarding the security of 
information systems, data integrity, computer abuses and how to discipline the perpetrators 
(Boockholdt, 1989; Jr. Straub Detmar W. & Nance, 1990).  
Previously data security was wholly physical. Then when cybersecurity became a 
priority, the focus was solely on using technology to mitigate risk. However, the focus changed, 
and companies start addressing human risk via policy & process (D. W. Straub & Welke, 1998). 
According to Smith, Milberg, and Burke (1996), "it has become apparent that 
organizational practices, individuals' perceptions of these practices, and societal responses are 
inextricably linked in many ways”. These practices should come from the managers that cope 
with the information systems, they are the ones with the ability to inform and help their 
companies to have more secure policies; however, they not always realize the risks that exist 
and fail in the implementation of frameworks or models (D. W. Straub & Welke, 1998). These 
should be informed of the various forms of attack such as DoS, worms and viruses,  Spam via 
email, trojan horses that can affect their personal computers which can compromise their IT 
infrastructure as well as their companies which can cause significant problems at the 
operational level but mostly at the financial level (Bagchi & Udo, 2003; Stafford & 
Urbaczewski, 2004). Despite the use of theories such as the deterrence theory, the 
neutralization theory, the compliance theory or control theory to understand and help to 
improve the misuse of information systems (Chen et al., 2012; Siponen & Vance, 2010), none 
of these theories was put in practice so many time as the deterrence theory, where managers 
would identify what were the proper and improper ways to use the information systems and 
implement policies to help deterrent the bad uses of the information system (Straub Jr., 1990). 
However, in the new millennium, and according to Gartner, Inc’s forecast. “8.4 billion 
connected things will be in use worldwide in 2017, up 31 per cent from 2016, and will reach 
20.4 billion by 2020”. With this current growth of the number of IoT devices, managers have 
a massive sense of responsibility and a high level of pressure on them to be in control of the 
human factor. Many researchers try to extend the study to the psychological side of human 
behaviour (H. Liang & Xue, 2009). This study is extended not only to the people that work 
directly with technology but also the ones that are responsible for the attacks, regardless of 
them being insiders or outsiders of the company (N. (Peter) Liang, Biros, & Luse, 2016). 
 
 
Sérgio Luís Ribeiro | Nova IMS 
6 
This comprehension involves the understanding of how users engage with the 
information systems and what daily processes are undertaken and taken into consideration 
according to their roles and responsibilities (Boyce et al., 2011). 
 Thus, one factor that is of a great deal to better understand this engagement is their 
motivation, more precisely the motivation to perform secure behaviours. Just like (Menard, 
Bott, & Crossler, 2017) concluded in their study regarding users motivation in contributing for 
better information security, "Understanding end-users' motivation to perform secure 
behaviours will lead to practices driving greater adoption of secure countermeasures and will 
contribute to an overall safer computing environment ". Nevertheless, motivation can be a good 
factor in the insider or can become a bad factor in security processes (Posey, Roberts, & Lowry, 
2015). Employees with a lack of motivation or negative aspirations can become liabilities - 
these are considered as insiders. This lack of motivation comes from the unhappiness of the 
insiders with their companies, also known as "work-related grievance" (Willison & Warkentin, 
2013). As we can see, all the cybersecurity theme revolves around user usage and their 
behaviour with technology that relates to the types of attacks. Authors like Chatterjee, Sarker, 
& Valacich, 2015 studied the behaviour of the roots that lead to the user misusage; however, 
because it is a theme that might enter into the psychology field and the way to explain was by 
linking the behaviour with incorrect practices of the users.  
When trying to extend the research of cybersecurity to the inter-organizational 
networks, we find that there is a lack of comprehension of how secure they are and how best 
to govern them. However, more and more companies are relying on these cooperations’, 
although these can only happen when companies understand what their needs and position in 
the market are and how this interorganizational network would come as an advantage 
(Håkansson & Ford, 2002). The expansion of the internet was one of the significant factors that 
unlocked the threat vectors, helping to have bigger and better networks by enabling efficient 
cooperation and lowering costs on processes and other assets (Afuah, 2003). These relations 
are called “relational pluralism” - the better this relation, the higher the outcome with flexible 
networks, stable relationships and the ability to adopt tailored innovations (Shipilov, Gulati, 
Kilduff, Stan Li, & Wenpin Tsai, 2015). According to (Majchrzak & Jarvenpaa, 2010), these 
relations are only effective being in a safe context, and the managers within collaboration 
understand what is perceived as a successful collaboration. These factors are the electronic 
means by which the information is shared between collaborative companies and the geographic 
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proximity of the collaborators in their network.  Within this context, we can understand how 
these inter-organizational networks help in the comprehension and prevention of IT changes. 
While the exchange of information between the inter-organizational networks is a high success 
factor in terms of health, we find that these also become a challenge to the information security 
control around managers (Anderson, Baskerville, & Kaul, 2017). The transformations 
occurring cannot and should not be handled by one single manager in a company but by 
opening boarders discussing the transformations and understanding the changes with other 
managers within the inter-organizational network. With this approach, managers and 
policymakers makers are able to adapt their environment to different types of changes in a 
much better and accurate way (Lucas Jr., Agarwal, Clemons, El Sawy, & Weber, 2013).  
 Recent studies regarding the impact of having a C-level manager helping and backing up the 
lower managers responsible for the cybersecurity operations showed that companies that have 
the culture of having a more supported IT area have a more significant wealth effect - this 
means that when cybersecurity is held by different managers that communicate and are aligned 
with objectives, the turnover is higher (Benaroch & Chernobai, 2017).  Although, managers 
and policymakers try to put into place the best rules and policies to make their culture inside 
their companies to raise awareness, the process will not be successful if the employees do not 
understand the threat that is at stake and if the culture that exists is an ignoring culture or even  
a blame culture  (Spears & Barki, 2010).  
   The understanding by the employees would help in the task of securing information and 
having more information privacy. Consequently, this would also help the IS managers in their 
mission of changing or adapting the current policies whenever needed because only with the 
daily routines and challenges can they understand and get a grasp of what is wrong and what 
can be improved (Smith, Milberg, & Burke, 1996). 
 
3. Conceptual model 
To help understand the inter-organizational networks relations and the different 
procedures within each company, several questions were made. 
The questions enquired were based on a set of different papers and researches, and the 
final result was a survey (Table 1) with both quantitative and qualitative questions. Considering 
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that it is not possible to adapt one specific model of analysis to respond to all enquiries, the 




What is your company size? (Afuah, 2003) 
In which sector is your company? (Afuah, 2003) 
In which area of your company do you 
Work? 
(Afuah, 2003) 
Does your company have Processes and 
Policies relating cybersecurity? 
(Dey, Lahiri, & Zhang, 2012; Hui, Kim, & 
Wang, 2017; Zviran & Haga, 1999) 
Has your company ever been the victim of a 
cyber-attack? 
(Dey et al., 2012; Gordon, Loeb, & Sohail, 
2010; Hui et al., 2017)  
Does your organization conduct System 
Acquisition, Development and 
Maintenance? 
(Galbreth & Shor, 2010; Wolff, 2016) 
Does your organization have Policies and 
Processes in place to control government 
changes to all aspects of your IT 
infrastructure? 
(Benaroch & Chernobai, 2017; Lee, Ahn, & 
Bang, 2011) 
 
Does your organization outsource software 
development and Hardware acquisition? 
(Wolff, 2016) 
Does Your organization require suppliers to 
adhere to an Information Security policy as 
part of supplier relationships? 
(Zhao, Xue, & Whinston, 2013) 
Does your organization contract with third-
party service providers and if so, how 
regularly are contractor services monitored, 
reviewed, and audits are carried out?  
(Kumar, Park, & Subramaniam, 2008; Zhao 
et al., 2013) 
Do information security considerations form 
part of your overall sourcing and supplier 
management activities? 
(Benaroch & Chernobai, 2017; Galbreth & 
Shor, 2010; Wolff, 2016)  
Does your organization outsource to any 
third-party vendors who will have access to 
sensitive or critical assets or data (e.g. back 
up vendors, service providers, equipment 
support vendors, etc.) 
(Zhao et al., 2013) 
Does your organization have policies and 
processes to identify and respond to changes 
to supplier services? 
(Benaroch & Chernobai, 2017) 
 
Does your organization communicate 
Information Security policies and 
procedures to Employees, Contractors, 
Customers and Suppliers, and how is it 
communicated? 
(Siponen & Vance, 2010) 
In your company is there a specific person 
with responsibility for ensuring that rules 
(Benaroch & Chernobai, 2017) 
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regarding third-party suppliers are adhered 
to and is it a requirement for that person to 
have any kind of training or certification 
(e.g. ISO)? 
If your organization has target systems that 
reside in a data centre, what kind of 
standards do you ask for? (somebody else's 
data centre) 
(Galbreth & Shor, 2010; Wolff, 2016) 
What evaluations do you do demand in case 
of trying to buy hardware/software from a 
third party? 
(Galbreth & Shor, 2010; Wolff, 2016) 
 
4. Data Analysis and Results 
4.1. Data Normalization  
 
In order to have a better analysis of the data acquired, normalization was performed. In 
this normalization the Question 10 which is "Does your organization contract with third-party 
service providers and, if so, how regularly are contractor services monitored, reviewed, and 
audits carried out?" was spilt in two questions to one where we understand which companies 
contract with third-party service providers and If they do how often are the contracts monitored. 
The IP addresses were transformed in locations to have new information from the respondents, 
which is Country. In the Sectors and Area questions, names that meant the same were modified 




4.2. Question Analysis  
 
• Question 1: What is your company size? 
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Figure 1 - Answers to Question 1 
 
According to the survey respondents, from the 116 professionals that answered, 80% 




• Question 2: In which sector is your company? 
 
Figure 2 - Answers to Question 2 
 
Since the survey respondents belong to different areas, and to have a set of specific 
clusters for each area, the researcher suggested a split as follows: Bank and Insurance, 
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Consumer Goods, Public Sector, Industry, Technology and Telecommunications, Health and 
Services.  
Most of the respondents (39%) are from the Technology and Telecommunications 
sector; however, on the opposite side, we have the Health sector has proved to be one of the 
most vulnerable sectors and, simultaneously, one of the most targeted by hackers. 
 
 
• Question 3: In which area of your company do you work? 
 
Figure 3 - Answers to Question 3 
 
The survey was conducted only to a specific audience: professionals that are responsible 
for handling their company’s IT security. Within this cluster, most of the respondents (58,26%) 
were from the IT department and 22,4% of the remaining respondents that were professionals 




• Question 4: Does your company have processes and policies relating cybersecurity? 
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Figure 4 - Answers to Question 4 
 
Out of 116 respondents, 98,25% of them had processes'. Only a small percentage of the 
total respondents, one small company and two large (1,75%) confirmed not to have any policies 
or processes to protect their business from possible threats.   
 
• Question 5: Has your company ever been the victim of a cyber-attack? 
 
Figure 5 - Answers to Question 5 
 
When the question was regarding companies being attacked, 57,14% of the respondents 
answered that they have, at some point, been attacked; however, some respondents refused to 
provide an answer – these will also be considered as being part of the respondents that answered 
yes. Since this question was somewhat controversial, the ones that did not respond will be 
regarded as individuals that belong to a company that has experienced some cybersecurity 
attack.  
Additionally, when splitting the answer between the different size demographics, we 
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• Question 6: Does your organization conduct system acquisition, development and 
maintenance? 
 
Figure 6 - Answers to Question 6 
 
When asked if their organization buys, develops or maintains any systems, we can see 
that 90% of the organization’s respondents have acquired these systems, as opposed to the 












• Question 7: Does your organization have policies and processes in place to govern 
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Figure 7 - Answers to Question 7 
 
Through the respondents’ feedback, we can see that most of the companies have in place 
security policies and processes to control any change on their IT infrastructure; however, 
17,4% of the total respondents have confirmed not to have any to respond to these changes 
within their organization.  
Further, we can see that the demographic size that has answered to not have in place 
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Figure 8 - Answers to Question 8 
 
In terms of acquiring the software or hardware to a third party, most of the companies 
purchase both. However, a considerable percentage of the total respondents (26,32%) do not 
acquire any software or hardware. Additionally, we can verify that 12,28% buy only software 
from third party suppliers, while 8,77% purchase hardware only. 
 
• Question 9: Does your organization require suppliers to adhere to an information 
security policy as part of supplier relationships? 
 
Figure 9 – Answers to Question 9 
 
When confronted whether their companies require their third-party suppliers to adhere 
or follow any policies to protect their information, we can see that 80% of the respondents put 
this practice into place, as opposed to the remaining 20% who do not oblige their partners to 
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In this 20 %, although companies do not require when facing the number of affirmative 
answers with the negative ones we can see the is in the small and medium companies that these 
are the more sensitive. 
 
• Question 10: Does your organization contract with third-party service providers and, if 
so, how regularly are contractor services monitored, reviewed, and audits carried out? 
 
 
Figure 10 – Answers to Question 10 
 
To better understand the relationship between companies and their corresponding 
partners, the respondents answered whether they contract these third-party services and how 
often these are reviewed. 
The results show that 78,4% (which is the equivalent to 91 respondents) do contract 
with third-party services. From these, 47,25% review the contract yearly and the ones that do 
not carry any reviewing were almost 16,5%. 
However, the percentage of respondents that do not contract with third-party services 
was 24,1%, representing a total of 28 individuals. For the record, the ones that skipped this 
question were considered respondents that do not contract any third-party services at all. 
 
 
• Question 11: Do information security considerations form part of your overall sourcing 
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Figure 11 - Answers to Question 11 
 
When inquired about whether information security is part of the respondents’ 
company’s process regarding their supplier management and sourcing, 86,73% of the 
respondents – which is the equivalent to 98 people – answered that information security is 
considered at their companies. However, 13,5% do not consider this as part of their companies’ 
process; most of these were large companies. Furthermore, and for a more accurate analysis of 
this survey’s data, those that skipped the question will be considered as individuals that belong 
to companies that do not take into consideration information security as part of their companies 







• Question 12: Does your organization outsource to any third-party vendors who will 
have access to sensitive or critical assets or data (e.g. back up vendors, service 
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Figure 12 - Answers to Question 12 
 
One of the things that information security focuses on is the sensitive data that might 
incur significant losses to a company. As a result, knowing if third-party vendors have access 
to this is of high importance. When questioned about this topic specifically, we can see that 
67,57% of the total respondents answered that they do outsource with third-party vendors that 
will have access to sensitive or critical data. From the ones that answer, no 55% are from large 
companies.   
 
• Question 13: Does your organization have policies and processes to identify and 
respond to changes to supplier services? 
 
Figure 13 - Answers to Question 13 
 
Information security is an area that is in constant shifting as a result of the rapid 
evolution of technology. For this reason, companies should establish internal processes and 
policies to follow the changes in their supplier services. When questioned whether the 
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the respondents (approximately 34 individuals) answered that they do not have any, where 26 
are from large companies which represent the higher number.  
 
• Question 14: Does your organization communicate Information Security policies and 
procedures to employees, contractors, customers and suppliers, and how is it 
communicated? 
 
Figure 14 - Answers to Question 14 
 
Information security policies & processes cannot be successfully implemented if 
companies do not communicate their policies and procedures to all the people that engage with 
the company. 
When asking to the respondents what channels are used to communicate these policies 
and procedures, we find that the most common ways to communicate in small companies are: 
NDA (33%), Training and Emails each with 25%. 
Regarding Medium companies, the ways to communicate are Email (46%), Training 
(16%), NDA (15%) and Intranet (11%). 
Finally, when focusing on Large companies, the ways to communicate are Email (36%), 
Training (25,7%), NDA (19%) and Intranet (17%). 
• Question 15: In your company is there a specific person with responsibility for ensuring 
that rules regarding third-party suppliers are adhered to and is it a requirement for that 
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Figure 15 - Answers to Question 15 
 
As previously discussed, – more specifically on the theoretical background section – 
not only is crucial that managers put into practice the policies and procedures regarding 
cybersecurity within the organization, but also their knowledge regarding the theme when it 
comes to frameworks and good practices. However, to understand who these managers were 
and what type of certifications or training they have acquired, this was questioned to the 
respondents. The results for this question show that in Small companies do not require any 
specific certification, and the person is not designated. 
Regarding Medium companies, the person within the company that has the 
responsibility to ensure the established rules were adhered and put into practice is the CISO 
and CSM both with 16,7%. However, when referring to certifications required the ISO 27001 
is the most required with 28%, then the ITIL framework with 8,3% and finally GDPR, CISM 
and CRISC - both with 3,33% each. 
Finally, when focusing on Large companies the person with the responsibility to ensure 
that the established rules are adhered and put into practice is the CISO with 9,6%, the 
Information Security Officer and Compliance Specialist – both with 4,5% each, then the CSO 
with 4,2% and finally the Risk Management group and the Lawyer – both with 3,6% each. 
Further, when understanding certifications, the ISO 27001 is the most implemented with 
17,8%, the GDRP with 3,3% and finally ISC2 certifications like CISSP or SSCP with 2,9%. 
The higher percentage 29,1% - answered that there are no requirements for holding any 
certification. 
 
• Question 16: If your organization has target systems that reside in a data centre, what 
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Nowadays, one of the most used methods to both store and provide services is through 
the cloud; however, the security in the cloud is much often questioned regarding its actual 
security. When asked about this topic, 24% of the respondents confirmed not to have systems 
with their information on data centres, while 76% do have systems contracted with their own 
data centres. Regarding the standards that the companies ask for, the ISO 27000 is the most 
required one – representing 28% of the total answers. The other standards commonly asked for 
are the SOC/SSAE (13,8%) followed by the Tier classification of the data centres and a risk 
assessment (5%).   
 
 
• Question 17: What evaluations do you do demand in case of trying to buy 
hardware/software from a third party? 
 
When questioned about what kind of evaluations companies ask for in the process of 
buying hardware/software, we find that the most common answer is that corporate 
organizations do not have any evaluations – more precisely, this corresponds to a total of 42,2% 
of the respondents. However, the most common evaluations that companies ask for are Tender 
procedures (16,3%) – this includes license rights, warranty, product evaluation, SDLC and 
verified vendor distribution. The other evaluations that are typically asked are the ISO 27001 
(13,7%), security policies (12%) and Risk Assessment (e.g., CAIQ) representing a total 
percentage of 8,6%.  
 
5. Discussion 
5.1. Discussion of Findings 
 
 Cybersecurity appears to be an area and a theme of great challenge and interest. As 
previously seen, although this area is associated with the IT area of the company, it should be 
treated as a whole separate area in a company. Though companies have policies and processes 
implemented, all of them are at risk, particularly the larger ones. Additionally, most of them 
have been, at some point in the time, attacked by threat actors, mainly the larger companies 
that medium or small ones. Although there are companies that have not been attacked sooner 
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or later, they will be. Still, it is the policies and processes implemented that will help the 
companies to respond and recover better from the attacks as also maintain the services 
resilient(Bank Of England, 2018; Financial Conduct Authority (FCA), 2019).  
 Nowadays, most companies have devices that run programs to perform their daily tasks 
which are going to be used by the employees. Before the usage of these devices, companies 
establish different policies and processes to perform their daily work in ways that would not 
cause harm to their organizational operations or at least that would not put them at risk. 
To inform their employees regarding these policies and processes, each demographic 
size of the company applies different methods. The most used way to communicate in small 
companies is NDAs, on Medium size and Large size companies, communicate via Emails. 
Additionally, in Medium size and Large size training sessions are undertaken, which result in 
more direct contact with the company employees. 
With all the changes that occur in the world of technology, these policies and procedures 
that are implemented protect not only the company but also prevent the changes in the IT 
infrastructure which is put in place by all the demographic size companies. There is a large 
number of large companies that do not have in place any policies or procedures to prevent 
changes.  
This set of policies and procedures are also extended to third-party suppliers, in which 
these are mostly informed through non-disclosure agreements - these are mostly signed off on 
the act of doing the partnership between the companies that form the inter-organizational 
network. 
 As mentioned before, these policies and processes are applied usually by a specific 
manager and reviewed and audited yearly. Although this person gets in charge of implementing 
all of the necessary rules and strategies, they can only be successful if the ones that are being 
obliged to follow them understand the importance and need to comply with them.  
As we could verify from the survey’s responses, small size companies do not have any 
person responsible for the compliance of the cybersecurity processes. The non-existence of the 
manager has also led to the non-existence of requirements on specific training or certifications.  
On medium size companies, we could verify that the managers within who are 
responsible for the compliance of the cybersecurity processes and policies are typically the 
CISO and the CSM. Regarding specific training or certifications, the ISO 27001 lead auditor 
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(which is the certification for auditors specialized in Information security management systems 
based on ISO 270001standard) as well ITIL framework is the most required.  
Nevertheless, when focusing on the large size companies the manager responsible for 
the compliance of the policies and processes is the CISO, Compliance specialist or the 
Information Security Officer - these do not have mostly required specific training or 
certifications. However, the ones that require, ask for the ISO27001 lead auditor, as well as the 
ISC2 certifications like CISSP or SSCP and the GDPR, which is the regulation in EU regarding 
individual data protection. 
When extending the interactions to the inter-organizational network, we found that 
companies oblige their partners – who act as a service supplier or hardware supplier – to adhere 
to information security. In other words, information security is a subject with high relevance 
to have efficient and successful inter-organizational network co-operations. There is still a 
large number of companies that do not oblige suppliers to adhere to information security. 
These policies and procedures showed importance because suppliers will have access 
to sensitive data from the companies with whom they work; however, not only they have access 
to that data, but they will also have it stored in their Data Bases. Nevertheless, companies that 
have their IaaS/PaaS on third party providers are most attacked in spite of those that do not 
have it; this shows a new level of importance to the cooperation and security between 
companies. Regarding possible changes in the supplier services, there is a high number of 
companies that do not have any procedures to identify the changes put into place, most of these 
in the large size companies. 
To work with these third-party suppliers, the companies’ request for specific 
information security standards – that only apply to the security of the DB’s – are usually the 
ISO 27000 compliance and SOC/SSAE compliance auditing.  
Nevertheless, on the process of buying hardware or software from a third-party supplier, 
most the companies do not ask for any policies and procedures; however, there is still a small 
number of companies that usually ask for the tender processes. 
 
5.2. Theoretical Implications 
 
Although studied by researchers, there are no specific theories about cybersecurity when 
applied to the inter-organizational relationships between companies.   
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The most common approach is the deterrence theory; however, this approach is about 
human behaviour to deter certain practices and everyday routines. For this reason, it was not 
possible to get a wholly accurate understanding of feedback from the survey undertook from a 
user motivation point of view. Although we cannot address the motivation due to the nature of 
the enquiry, we found that certain good practices are not being applied.  
Additionally, the survey conducted does not have a scientific base; hence, there are no 
scientific conclusions or implications to confront or associate as the analysis is only descriptive 
and based on standard procedures. 
5.3. Organizational Design Implications 
 
 When trying to incorporate the inter-organizational relationships to the organizational 
design, we can say that managers should have more focus on their information security 
strategies. In other words, the Operational, Quality and Corporate governance should have 
implemented the information security effectiveness aligned with their business strategy. The 
inter-organizational relationships increase the attack vectors, which can reduce the business 
objectives (Gupta & Tarafdar, 2015; Srivastava & Kumar, 2015). Managers have one big task 
which is to protect their assets from any possible threat (internal or external), this should be 
made by understanding what the business processes are, assess them and reporting potential 
attack vectors to the Corporate Governance. It is in Corporate Governance that the company 
should rely on to be secure, this should gather the necessary resources whether is human 
resources or technological to deter or mitigate any situation that has been precepted by the 
Quality area. Corporate Governance area should actively participate in the assurance of control 
of the environment that protects their information assets   
 
5.4. Managerial/Practical Implications 
 
The present study might be one of the first to examine whether companies are concerned 
about their third-party suppliers having cybersecurity policies and procedures in place. The 
study has implications for research on managerial relevance and for search on how companies 
should address the cooperation between companies. 
The results show that no matter what companies do at some point in time, all would be 
the target of an attack. Further, the results suggest that companies that cooperate with each 
other see that cybersecurity is a theme of great responsibility. However, when understanding 
more deeply the cooperation, that is being built between companies, these seem to be 
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requesting policies that are not aligned with the services provided by their third-parties. One of 
the very first things that companies should consider and implement within their businesses 
when it comes to cybersecurity and data protection the requirement of the minimum-security 
compliance standards. These should be both the ISO 27001 compliance for internal procedures 
and the SOC/SSAE for services, more specifically on the cloud. Also, not only the standards 
are necessary but also the internal processes are of high importance - e.g., monitoring 
employees when changing areas or leaving the company, controlling the software/hardware 
available and being used in the company to make sure that nothing is misplaced or that there 
is not an open door for attack vectors to access internal private data. 
Secondly, the frequency of reviewing/auditing the policies and processes should be 
done on a more regular monthly basis – or, in worst-case scenarios, once every six months, – 
due to the fast pace of evolution of threats. Additionally, a verification of the software being 
used should be undertaken to verify if some available updates or patches need to be installed. 
Finally, we found that most companies usually do not have an active member (manager-
level individual) with any training or certification to be able to effectively take on the 
responsibility to implement the policies and procedures regarding cybersecurity on the 
interactions between companies. This aspect is one to change because companies cannot 
change the daily tasks (whether these are right or wrong) without one member to encourage 
and make everybody involved understand that these rules and strategies are seen as a benefit 
for the organization as a whole – after all,  not only they save the companies from possible 
attacks but they also help the members of the organization to keep their jobs secure. 
These should also focus their policies and processes in the recovery stage of an attack 
because companies will get hacked at some point of time and how well they are prepared to 
respond to it will be an advantage for them. 
Managers should understand and keep in mind that for a company to be secure it is not 
only about securing their services but, most of the times, ensuring the business – which is done 
with the help of all of the involved members within the organization. 
 
5.5. Limitations  
 
The limitations of the present study are quite evident. Firstly, the paper focuses solely 
on studies regarding cybersecurity within the company context and not on the context of inter-
organizational networks, precisely due to the lack of studies in the area. Secondly, the type of 
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questionnaire does not allow to undertake research based on scientific methods but only on 
procedures and the holistic understanding of the area through feedback provided by the 
survey’s respondents. Thirdly, the survey included a few open-answer questions in which some 
respondents left the answers blank and, consequently, these could not have been taken into 
account – one of the reasons for skipping the questions might be because of the professional 
secrecy that the area obliges them to keep. 
 
5.6. Future Research 
 
The gathered data was used in clusters and was deliberately not focused on specific 
sectors to have a more focused set of responses. These sectors targeted seven main areas which 
resulted in a wide possibility for a more detailed analysis. 
First, we are opening a new line of thinking for discussion and study of the reasons why 
the lack of abstraction for policies and processes implemented of third-party suppliers. 
Second, on the basis of the results of this study, future research efforts could be devoted 
more profoundly to help the areas that are most targeted and most vulnerable to cyberattacks 
as also how companies should recover from a breach or an attack. Likewise, the understanding 
of profiling the risk/criticality of systems in an organization to allow these to protect themselves 
from significant business/reputational impact when hacked  
6. Conclusion 
The author of this research has sought to make a contribution to the cybersecurity 
literature in the broad domain of Cyber Governance and, more specifically, on the relationships 
between companies. 
The study concluded that cybersecurity is a critical element in the daily life of 
companies; however, despite all the worries, companies are not being as cautious as they should 
with the security amongst the inter-organizational networks.  
Hence, the companies that were enquired show preoccupation only regarding the 
provided services but not so much with the internal processes and procedures of their providers. 
Although considered as a separate cluster in a company, Cyber Governance is not being 
applied as a whole. Furthermore, managers and qualified individuals are not being designated 
to face and overcome this challenge and, in most cases, they are not aware if their partners 
apply the same procedures and policies as them. Furthermore, they may even take for granted 
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that their partners have procedures and policies in practice without even enquiring them about 
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hat is your com
pany size?
In which sector is your com
pany?
In which area of your com
pany do you W
ork?
Does your com
pany have Processes and Policies relating cybersecurity?
Has your com
pany ever been the victim
 of a cyber attack?




Does your organization have Policies and Processes in place to control governm
ent changes to all aspects of your IT infrastructure?
Does your organization outsource software developm
ent and Hardware acquisition?
Does Your organization require suppliers to adhere to an Inform
ation Security policy as part of supplier relationships?
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If your organisation contracts with third party service providers, how regularly are contractor services monitored, reviewed, and audits carried out?
Do information security considerations form part of your overall sourcing and supplier management activities?
Does your organization outsource to any third party vendors who will have access to sensitive or critical assets or data (e.g. back up vendors, service providers, equipment support vendors, etc.)
Does your organization have policies and processes to identify and respond to changes to supplier services?
Does your organization communicate Information Security policies and procedures to Employees, Contractors, Customers and Suppliers ?
If your organization does communicate Information Security policies and procedures to Employees, Contractors, Customers and Suppliers how is it communicated?
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ent for that person to have any kind of training or certification (e.g. ISO) ?
Does your organisation has target system
s that reside in a data centre? (som
ebody else's data centre)
If your organisation has target system
s that reside in a data centre, what kind of standards do you ask for? (som
ebody else's data centre)
Do you dem
and evaluations in case of trying to buy hardw
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 a third party?
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hat evaluations do you do dem
and in case of trying to buy hardw
are/softw
are from
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